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Global Prosecutors E-Crime Network Newsletter 
Issue 7 April 2014 
Many thanks to all who took part in the GPEN website evaluation 

last month. Most of you seem to like the new website and find it 

useful, which is very good news for the team who have worked 

very hard to create it. We have listened to and taken on board 

comments for future improvements and we will do our best to 

implement as many as possible.  

In this edition of the GPEN newsletter read the latest cyber-crime 

news on the prosecution of Intellectual property crimes and the 

latest bugs and malware threats. We have an introduction to the 

impressive new interactive training courses that have been 

uploaded to the GPEN website. There are five new courses for you 

to enjoy from basic to specialist level, and we have a profile of Wu 

Zhih Cheng who posts as James Wu on the GPEN forum, our first 

contributor from the International Prosecutor Community.  We are 

delighted to have his contribution on the forum and we look 

forward to hearing from you soon. 

Sarah Lennard-Brown - GPEN communications team 

Join the GPEN community www.iap-association.org/Membership  

News 

Sporting Torrent Network shut down after police warning 

The Sports Torrent Network which had around 20,000 members and provided links to US Hockey 

League games, Formula 1 and European Football matches has closed down after intervention by the 

City of London Police Intellectual Property Crime Unit (PIPCU) in the United Kingdom. 

The intervention, which took the form of an email warning the operators of the Sports Torrent 

Network that they faced up to 10 years in jail if they were found guilty of "encouraging and assisting 

the public to share pirated material," was successful and the website was rapidly removed from the 

Internet. 

http://www.iap-association.org/
http://www.iap-association.org/GPEN/GPEN-Forum?forumid=6
http://www.iap-association.org/Membership
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PIPCU was set up in 2013 with £2.56 million funding from the United Kingdom's Intellectual Property 

Office and it works to identify websites in the United Kingdom offering pirated goods and downloads. 

The unit has been successful in closing several smaller sports download sites and has acted to 

prevent the operators of such websites from acquiring money through advertising. 

 For more information about the Sport Torrent news story visit the BBC website 

 Find out more about prosecuting intellectual property crimes on the GPEN website 

Heartbleed bug arrest in Canada 

Canadian Police have arrested 19 year old 

Stephen Solis-Reyes of London, Ontario for 

allegedly using the Heartbleed SSL bug to steal 

data on 900 taxpayers from the Canadian 

Revenue Agencies website. Solis-Reyes has been 

charged with "unauthorised use of a computer" 

and "mischief in relation to data". 

The Heartbleed bug was a caused by a problem 

with the Heartbeat Extension for the Transport 

Layer Security (TLS) and Datagram Transport 

Layer Security (DTLS) protocols. This protocol is 

found in Open SSL code and it lets systems test 

and keep live secure connections between computers. The Heartbeat code contained a small flaw 

that had been overlooked that potentially enabled attackers to capture data 64KB at a time. The 

Heartbleed bug was exposed and a fix was issued on the 7th April 2014. All reports of Heartbleed 

attacks so far have emerged after the publication of the flaw and the fix. The Canadian Revenue 

Agency was one of the first organisations to report a Heartbleed attack and they temporarily 

suspended online submission of tax returns while the fix was applied. 

 Find out more about the arrest of Stephen Solis-Reyes and the Heartbleed bug 

 Have you had any experience prosecuting malware attacks? Tell us about it on the GPEN 

forum 

Jailbroken Apple devices at risk from a mystery malware 

A new malware has been detected in iPhones and iPads that have been jailbroken. Reddit users 

reported problems with some applications which were related to a MoblieSubstrate add-on called 

Unflod.dylib of framework.dylib.  The malware monitors activity for authentication requests with 

Apple services and then extracts the Apple ID's and Passwords and sends them to an IP (internet 

protocol) address.  

http://www.iap-association.org/
http://www.bbc.co.uk/news/technology-27103527
http://www.iap-association.org/GPEN/Library/Intellectual-Property
http://www.computerworld.com/s/article/9247729/Teen_nabbed_in_Heartbleed_attack_against_Canadian_tax_site?taxonomyId=82
http://www.iap-association.org/GPEN/GPEN-Forum?forumid=11
http://www.iap-association.org/GPEN/GPEN-Forum?forumid=11
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Currently it is thought that deleting the Unflod.dylib/framework.dylib files and changing the Apple 

ID's password afterwards is enough to recover from this attack, but given that the full extent of this 

infiltration is not known the best policy is to do a full restore via iTunes and then change your 

username and password. 

"Jailbreaking" iPhones and iPads involves the use of software and hardware to remove the limits on 

the IOS operating system set by the Apple manufacturer. Users may "jailbreak" their Apple 

equipment in order to download applications (apps), extensions and themes that are not supplied via 

the Apple app store. The "jailbreak" can be restored by connecting the device to the Apple iTunes 

store account.  

 Find out more about jailbreak malware 

 Have you had any experience prosecuting malware attacks? Tell us about it on the GPEN 

forum 

Topic focus – interactive Cybercrime prosecution training 
courses 

This month we are 

focussing on Cybercrime 

training programmes. We 

are delighted that The 

Crown Prosecution 

Service of England and 

Wales has allowed us to 

host their latest 

interactive cybercrime 

training programmes on 

the GPEN website for use 

by members of the 

International Association 

of Prosecutors. Esther George, GPEN’s Chief Cybercrime Consultant, has been instrumental in the 

development of these new training programmes and the evolution of cybercrime prosecution in 

England and Wales. 

There are five new interactive training courses available ranging from a basic introduction to cyber-

crime issues, plus an intermediate introduction to the prosecution of cyber-crime, to specialist 

courses in prosecuting intellectual property crimes and the prohibited sexual material crimes. 

http://www.iap-association.org/
http://www.computerworld.com/s/article/9247814/Mystery_malware_infecting_jailbroken_iPhones_iPads
http://www.iap-association.org/GPEN/GPEN-Forum?forumid=11
http://www.iap-association.org/GPEN/GPEN-Forum?forumid=11
http://www.iap-association.org/GPEN/GPEN-Learning-Centre/Basic-training-materials/Cyber-Crime-The-basics
http://www.iap-association.org/GPEN/GPEN-Learning-Centre/Basic-training-materials/Cyber-Crime-The-basics
http://www.iap-association.org/GPEN/GPEN-Learning-Centre/Intermediate-training-materials/Intermediate-Cyber-Crime-Course
http://www.iap-association.org/GPEN/GPEN-Learning-Centre/Specialist-Training/Intellectual-Property-Offences
http://www.iap-association.org/GPEN/GPEN-Learning-Centre/Specialist-Training
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 One of the key messages of the new “Communications data and the proactive prosecutor course” is 

that the understanding of e-crime issues is fundamental to nearly all prosecutions and therefore is a 

skill that every prosecutor needs to develop, not just specialist cyber-crime prosecutors.  The 

prohibited sexual material training course is an example of this. In the past most prosecutions would 

have involved printed material or video, now most prosecutions involve the use of communications 

data to access the images.  The evidence for other crimes is also likely to include digital data. So for 

example, the Global 

positioning data available 

in phones or navigation 

equipment may help 

position the accused at 

the scene of the crime, or 

internet records can give 

evidence of related 

purchases. All these are 

examples of digital 

evidence that can be used 

in everyday prosecutions.  

Please note:  you need to be logged into the International Association of Prosecutors website using 

your IAP username and password to access these training courses. 

If you have any cyber-crime related training materials that you think would be of use to colleagues 

around the world please upload them to the GPEN training materials forum. 

Latest activity on the GPEN forum 

In response to Robert Doyle’s post last month asking if anyone knows of legislation that addresses 

“sexting” or “revenge porn” we have had a very interesting response from Allison D (a specialist on 

the prosecution of internet crimes against children from Canada) which details legislative approaches 

to this problem around the world. Visit the Child exploitation on the Internet forum to find out more. 

Also Rory Field (Director of Public Prosecutions in Bermuda) has commented on the Digital Evidence 

Primer recently uploaded to the GPEN library. Visit the GPEN General Discussion Forum to find out 

more. 

http://www.iap-association.org/
http://www.iap-association.org/GPEN/GPEN-Learning-Centre/Intermediate-training-materials
http://www.iap-association.org/GPEN/GPEN-Forum?forumid=6
http://www.iap-association.org/GPEN/GPEN-Forum?forumid=8&threadid=21
http://www.iap-association.org/GPEN/GPEN-Forum?forumid=2&threadid=74
http://www.iap-association.org/GPEN/GPEN-Forum?forumid=2&threadid=74
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Greatest influencers 

Each month we introduce an individual who has shown thought leadership within the GPEN 
community by posting on the forum. This month we profile Wu Zhih Cheng a public prosecutor from 
Chinese Taipei, who posts as James Wu on the GPEN forum and started an interesting discussion on 
the possible need for a global internet police force. 

 

After graduating from Law school James Wu did two years military service in the Marine Corps. He 

then became a legal consultant and worked for six years in a private company before passing the 

National Bar examinations and becoming a public prosecutor where he has served for the last 23 

years.  A keen table tennis player, reader and Internet surfer, James has become increasingly aware 

of the need for international cooperation over the last twelve years as a result of being asked to 

prosecute several Mutual Legal Assistance cases. James has been a member of the International 

Association of Prosecutors since 1997 and has found the GPEN cyber-crime resources very useful. 

He said: “GPEN is a platform and model of working together. GPEN website does do a lot of works to 

enhance international cooperation. That is good. However, in my point of view, people are the more 

important element. On the GPEN website, everything is the paper except the Forum. Indeed, you can 

interact on the Forum. Still, it is the paper. For example: I read a topic of a thread “Internet 110” 

http://www.iap-association.org/
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created by Zhihchengwu that had 10 posts. I can tell the names of “Zhihchengwu”  ”Sarah” 

”EGeorge1”, but, I have no idea of: Who they are? Which countries do they come from? What do 

they do? etc. Thus, I am facing a name but not a real human. In such a case, a viewer could find it 

hard to say something on it. If there was a function like Facebook’s of making friends perhaps the 

website would be more live. And, we can make a lot of real friends and to say more words on it. 

Friends on GPEN website, see you in the future. “ 

Note from Sarah: I think James has made a very good point here. The idea behind the Greatest 

Influencer section of the newsletter is to introduce people who make a significant contribution to the 

forum. Unfortunately we do not have a Facebook system within the secure website but we could 

have a section of the forum for people to load up their profiles so that everyone knows who they are 

talking to. What do you think?  Would a system like this make it easier to post? Visit the GPEN forum 

and let us know your ideas for encouraging people to post. 

Conferences 

The Conferences published here are new events that have been added to the GPEN website since the 

last newsletter was published. For full details of Events relevant to Cyber Crime go to the Events 

section of GPEN.  Please note that to view this information you need to be logged into the website 

with your International Association of Prosecutors username and password.  Find out how to become 

a member of the IAP. 

Bitcoin and other Virtual Currencies: Emerging Issues in Regulation and Enforcement 

Date: Wednesday, April 30, 2014 Format: Live Webinar Duration: 90 minutes 

Sponsors: The American Bar Association Criminal Justice Section and Centre for Professional 

Development  

Program Description 

The program will analyse the latest events in regulatory compliance and law enforcement efforts 

directed at Bitcoin and other digital currencies. The panel will explore what regulators and law 

enforcement officials are focused on, and the different types of enforcement mechanisms 

employed on both the state and federal levels. 

 Finally, the panel will consider what significance these trends may have in the future for users 

and brokers of digital currency. This program promises to be an informative and exciting 

opportunity for anyone interested in a better understanding of virtual currency and the 

enforcement mechanisms that are being directed at its use. 

Program Faculty 

http://www.iap-association.org/
http://www.iap-association.org/GPEN/GPEN-Forum.aspx?forumid=2
http://www.iap-association.org/GPEN/Events
http://www.iap-association.org/GPEN/Events
http://www.iap-association.org/Membership
http://www.iap-association.org/Membership
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Jamal El-Hindi, Associate Director for Program Policy & Implementation, Office of Foreign Assets 

Control (OFAC), U.S. Department of the Treasury, Washington, DC 

Brian Klein, Partner, Baker Marquart LLP, Chair of Bitcoin Foundation’s Legal Advocacy 

Committee, Los Angeles, CA 

Deborah Thoren-Peden Partner, Pillsbury Winthrop Shaw Pittman LLP, Los Angeles, CA  

Luke Sully, Director, Intelligence, PricewaterhouseCoopers, Chicago, IL 

Moderator: Nina Marino, Founding Partner, Kaplan Marino, Beverly Hills, CA 

Find out more about the Bitcoin webinar on the GPEN website. 

 

This newsletter is published by the Global Prosecutors E-Crime Network (GPEN) part of the 

International Association of Prosecutors - Hartogstraat 13, The Hague, The Netherlands 

 

http://www.iap-association.org/
http://www.iap-association.org/GPEN/Events/Bitcoin-and-other-Virtual-Currencies-Emerging-Issu

